File Format Guidelines

Summary

This document contains an operational description of the knowledge levels as defined in the
preservation plan. The knowledge levels are prerequisite for implementing full preservation in
the future. The three knowledge levels (stored, identified, known) as introduced in the
preservation plan will be defined on a technical level here.

The purpose of this document is to provide an operational description of certain strategic
principles contained in the preservation plan. It also serves to inform the designated community
under which conditions file formats are preserved.

Knowledge levels

Our digital repository contains a great number of different file formats’, but currently verification
and idenfication of these formats happens on a limited scale. For instance, when a number of
Excel files was analysed in the course of a project a lot of files happened to be non-Excel
formats or they contained file format errors. This finding highlighted the importance of identifying
and verifying the file formats in our collection in a more systematic and consistent way.2

To enhance our information on file formats they must be identified, checked and verified. Also
technical metadata must be extracted and stored. To implement these processes more
knowledge on file formats is needed. Because of the large amount of different file formats, it is
not conceivable that can be achieved at once. This is why the knowledge levels provide an
approach to enhance the required knowledge on file formats in stages. In this way clear
information can be provided to the designated community on what file formats are at which
stage in the process. In practice some file formats may never reach the ‘known’-level because
this is not a requirement for all file types.

The processes needed to enhance knowledge about file formats can be considered separately
from the regular checks that happen during the ingest phase. For instance a file format that is
on the lowest level of ‘stored’ will still get a 0-byte check and a verification based on checksum.
These checks are part of the bit preservation level which is the minimum for all file formats. The

" There are about 1130 file extensions

2 File formats are for the most part identified based on file extension, but this is unreliable. A better way of
identifying files is by using ‘signatures’. A signature is a data pattern within the file itself that can be used
to determine the format. Tools are available for identifying files based on signature.



level of ‘known’ file format is required for the preservation level of ‘full preservation’. This means
in practice that more elaborate checks are performed on certain file formats. For a ‘known’ file
format validation software is used to identify files that may contain errors. This does not mean
we don't store these files, but information on errors found is stored along with the file. This
information will inform preservation watch and risk analysis processes. In this way research can
be done on actions needed to guarantee long term preservation.

Enhancing the knowledge on file formats will thus be done in stages. Some file formats may be
identified without being validated. When all the conditions related to a certain knowledge level
are met, the appropriate knowledge level will be assigned to a certain file format. This status will
be stored for each file format in the repository. In this way it will also be defined which steps
need to be performed to be able to move on to the next level. Which conditions are appropriate
for a certain knowledge level is detailed below.

1. Knowledge level ‘stored file format’

‘Stored’ file formats are only checked for bit corruption by verifying the checksum. Little is known
about a file format at this stage since the file format is not identified.® There is no formal
identification done using software like Droid Also no PRONOM ID is stored for file formats at this
stage. A MIME-type may be known but this is not considerd reliable for identification purposes.

2. Knowledge level ‘identified file format’

An file format can be considered ‘identified’ if a PRONOM ID is assigned to the file. This also
means a tool is available that can identify the specific file format and link it to the PRONOM
register.

Identification using PRONOM is considered a best practice within the digital preservation
community. This is because a PRONOM ID gives more specific® information about a file than
just the MIME-type. This information is essential for long term preservation which is why it can
be considered the baseline for identification.

This means it can be considered the first step in gaining control of the file formats for long term

preservation, though it is not enough to be able to perform ‘full preservation’. It is in-between bit
preservation and full preservation and can therefore be considered bit preservation+.

3. Knowledge level ‘known file format’

3 File format extension is not considered reliable for identification purposes.
5 For instance if the file format is PDF versus if the file format is PDF version 1.4



A ‘known’ file format can be fully preserved since this entails identification, validation and
extraction of technical metadata. This information combined will serve as input for interpreting
the files so guidelines can be written documenting risks and mitigating actions, if applicable.

Raising the level from ‘identified’ to ‘known’ will be done in stages. In some cases technical
metadata extraction may be done without validation. This means the file format will still be
considered ‘identified’ and not ‘known’.

The conditions for assigning the highest level of ‘known’ are:
A. All the conditions that apply to the ‘identified’-level
B. Technical metadata extraction
C. Validation of the file format
a. Classification of the output of the validation
software

D. Documentation of the file format containing at least:
a. Software environment
b. Readability of the file format on premise and browser accessibility for formats that
are publically available
c. Part of Technology watch
d. Minimal file size is known

e. Risk analysis is being done on the file format with a focus on long term
preservation

If all this information is available, the file format can be considered preserved for the long-term.
This also means all the conditions are met for being able to perform ‘full’ preservation.

Compressed archive formats

When considering the above approach of knowledge levels special attention needs to be given
to compressed packaging formats*, like zip files. These file formats are used to limit the size
needed for storage. Currently files in these packages are not extracted but stored in the form in
which they are received. Since it is harder to analyse files stored in packages, in the future we
will extract files and store them as separate files instead of storing them in a packaged file.

4 See addendum 2 for a list of compressed package formats within the digital repository



Addendum 1: List of stored, identified and known file
formats

Preface

This addendum contains a list of file formats within the repository categorized according to
current knowledge level.

Known file formats

There are currently no file formats that fulfill all the conditions required for this knowledge level.

Identified file formats

There are currenly no file formats that completely fulfill the conditions of the ‘identified’ level
because assigning a PRONOM identifier is not yet possible in the system.

There are a number of file formats that we have experience with:

Conditions
File
format Identification Technical Validation | Documentation
metadata
extraction
pdf Yes, Version | No No No
ePub Yes, Version | Yes, epubcheck | Yes
Draft guidelines on validation errors
- No Yes. iblvzer Yes, Information available from the R&D
P - IPYY iplyzer department

Stored file formats

The list below contains information on file formats stored in the repository, based on file format
extension. This is considered an inreliable identification method which is why this list may
contain errors. After migration to our new repository this list will be updated after identifying the
files using a better method which will result in a more reliable list.



Research based on this list has been done by Johan van der Knijff.
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5 Johan van der Knijff, 2015 en 2016, Quickscan file formats
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Addendum 2: compressed package formats

Zip
rar
7z tar
gz

Izh
bz2
tgz
sit
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